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There are two variations: 

1. An email is sent to the Finance or Human Resources             

department designed to look like it came from an employee  

requesting to change their direct deposit account. 
 

2. Employees receive an authentic-looking email that appears to be 

sent from an employer requesting the user click on a link      

designed to steal a user’s login information.  The scammers then 

attempt to login as the employee to change their direct deposit 

information.  More information from the FBI on this version of 

the scam can be found at this link. 
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Phishing for Paychecks 

Alarming New Phishing Scam Designed To Change Your Direct Deposit Information 

A new breed of phishing scam is hitting employers around the world and it is targeting employees’ paychecks. 

NHRMC has received several phishing emails in the past 6 weeks directed to our Finance and Human Resources       

departments.  Let’s review an email that was recognized and reported by Stacy Gainey in our payroll department.   

How to Identify the Phishing Message 

Notice the email appears to come from Ruth Glaser the CEO of Pender Memorial Hospital but if you look at the actual 
email address it didn’t come from Ruth’s NHRMC address. 

CLUE # 1 

CLUE # 2 

Be alert for emails that have the 
**CAUTION: External Email** notice 
at the top.  When an email comes 
from outside of NHRMC we have to be 
extra vigilant before we take action. 

CLUE # 3 

Read the email carefully and look for 
spelling and grammatical errors. 

What makes this type of phishing 
email especially hard to identify is that 

if you respond to the email the 
attackers will send a second phishing 

message with a reply.   
(See next page)   

https://www.fbi.gov/contact-us/field-offices/portland/news/press-releases/oregon-fbi-tech-tuesday-building-a-digital-defense-against-payroll-phishing-scams
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Phishing for Paychecks 

Be wary of emails pressing you to do 

something urgently or to bypass routine 

processes.  

CLUE # 4 

What to Do?  

Even if you receive an email that looks legitimate, you should still use caution.  Keep these tips in mind when you     

receive any email requesting you to perform a task, click on a link or open an attachment. 

QUESTION - All Emails 

 If an email is from someone you know, call to verify before you take action. 

 

REPORT - All Suspicious Emails to IS Security 

 If you are using Outlook 2016 click the Report Phishing 

button to  report an email.  When you click the email will 

automatically be sent to IS Security. 

 

 If you are using Outlook Web, forward the email as an         

attachment to phishing@nhrmc.org. 

 

INVESTIGATE  
 

 Does the sender name match the email address? 

 Is there a “CAUTION: External Email header” on the email but it says it’s from someone 

that works at NHRMC? 

 Are there grammar and spelling errors? 

 Is the email pressuring you to do something urgently? 

If you suspect that something has already been processed call the Help Desk at 667-7855 who 

will escalate to our security team immediately for follow-up. 

mailto:phishing@nhrmc.org

